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Abstract:

This dissertation aims to study and implement an intelligent door control system
using RFID technology and Arduino. The system involves designing and developing
a control unit that utilizes RFID technology for identity recognition, allowing for the
control of a servo motor to open or close doors. The system analyzes the data from the
RFID reader, and upon recognizing a valid card, it activates the motor to move the
door to the desired position. This technology effectively enhances security and access
management in various applications, such as residential and commercial buildings and
public facilities.

Keywords: Control system, RFID, Identity recognition, Servo motor, Access
management, Security enhancement.

Résumé:

Ce mémoire vise a étudier et a mettre en ceuvre un systéme de controle
intelligent des portes en utilisant la technologie RFID et Arduino. Le systéme implique
la conception et le développement d'une unité de contréle qui utilise la technologie
RFID pour la reconnaissance d'identité, permettant de contrdler un moteur servo pour
ouvrir ou fermer les portes. Le systeme analyse les données du lecteur RFID et, en
reconnaissant une carte valide, il active le moteur pour déplacer la porte a la position
souhaitée. Cette technologie améliore efficacement la sécurité et la gestion des acces
dans diverses applications, telles que les batiments résidentiels et commerciaux et les
installations publiques.
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Mots clés: RFID, Reconnaissance d'identité, ervomoteur, Gestion des acces
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RFID: Radio Frequency Identification.
PWM: Pulse Wide Modulation.
IDE: Integrated Development Environment
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DOWNLOAD OPTIONS

Windows Win 10 and newer, 64 bits
Windows Ms! installer

Windows 7/ file

2ol Arduino IDE 2.2.1

Qmajor release of the Arduipe#®E is faster and even
more powerTu e a more modern editor and a

more responsive interface it features autocompletion, code
navigation, and even a live debugger. MacOS Intel, 10.14: "Mojave" or newer, 64 bits

Linux Appimage 64 bits (X86-64)
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macOS Apple Silicon, 11: “BIg Sur” or newer, 64 bits

For more detalls, please refer to the Arduino IDE 2.0
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Nightly builds with the latest bugfixes are available through
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SOURCE CODE

The Arduino IDE 2.0 is open source and its source code is
hosted on GitHub.

s ¥ adse 8 Arduino IDE" jLa :14.1 Ji
o gulally Galdll Jaadal) aUas ae @8 el Jyjal o)y e i e

16



s 53 aellaa s Suall Js¥) Juadl

PROFESSIONAL | EDUCATION |  STORE & | sienin

(o0} HARDWARE  SOFTWARE  CLOUD  DOCUMENTATION »  COMMUNITY v  BLOG  ABOUT

Downloads

DOWNLOAL' OPTIONS
Arduino IDE 2.2.1 Windows Wi 110 and newer, 64 bits

Windows Ms. installer

Windows 7P le
The new major release of the Arduino IDE is faster and even
more powerfull In addition to a more modern editor and a
more responsive interface it features autocompletion, code
navigation, and even a live debugger. MAcOS intel, 10 14: Mojave” or newer, 64 bits

Linux Appimage 64 bits (X86-64)
Linux 217 file 64 sits (X86-64)

mMacOS Apple € licon, 11: “Big Sur” or newer, 64 bits

For more detalls, please refer to the Arduino IDE 2.0
documentation. Retesse Nates

Nightly builds with the latest bugfixes are available through
the section below.

SOURCE CODE

The Arduino IDE 2.0 is open source and its source code is
hosted on GitHub.

SArduino IDE" Jau a5 :15.1 Jsdd
el Aty agtig aldll 5 gnaSl Jlea 8 Jesall calall Je s oyl JLaS) aay @
gl Ji e dediall il Chlaglas
paial) Agal s ()58 raliall Jsiy o5l any @

X sketch_jan18a UPGRADE PLAN fav) m

SEARCH SKETCHBOOK Q sketch_janisa.ino ReadMe adoc v

[ sketchbook

o ORDERING BY LAST MODIFIED

K2
P

B9 Libraries

= void setup() {

}

1-
2

3

4

& sketch_janisa © 5

5

@ Monitor 7
8

9

* void loop() {
@ Reference ]

@ Help l I l
14} Preferences

() Features usage

11 3
12

Import your sketches to your
online Sketchbook and access
them from any device!

o

# New Cloud Editor
is out, try it now!

(60 cLouo]

SArduing IDE" zeli il aadiuall dgal5:16.1 Jeid)
ilag) Y Bl ) Jrend s 35S Sala sy geali ) Cufill ey @
Saga ¥ gl 4w 481
el dgal s o sedny Lo aal b Lad ccl Hlal) A% 5 laatu) Al iyl dgal 5 i
ccalall @ b darca ¢ Bana il 3 :File -
calally (3laie gale JS g aal oo ¢l :Edit -
Y gulally palall did) jlod) geaiae  Crsthall s V1 ¢ 6 5kia) (Tools -

17



s 53 aellaa s Suall Js¥) Juadl

Jac b .L..I‘}J A.CW :HElp -
" sketch_may25a | Arduinoc 1.0.3 - E@ér

File Edit Sketch Tools Help

sketch_may25a

s s ) gali dgal 5 :17.1 o

el Agaly e slSladl @ jlaia) 2.1 S

dadall Jiud g 200 ael gl 8 Uad 2ga g Alla

Z\LJ&BJ@; dadin C\_"\B

(e ¢ 3300 sl o

[ E QO

18



s 53 aellaa s Suall Js¥) Juadl

g

shsa ) galind alad) S0 5.8.1
.[7] Void setup s Void loop 3_ suall S rease sb LS Cpand ) el ) s Sy

: sketch_apr24a | Arduino 1.8.12

File Edit Sketch Tools Help

i3)Y) el il alall 0S4l :18.1 el
O S L IS0 G ala Ay cdlaaall aaaty a6 andll 18 4 :Void setup -
[8] zelisll Jui die 8as 58 ya 02ii iy (ol g8
[8] a8lially 5 3¢a¥) Juail 5 538 Jl sh gl yll 345 ) S5 2 ¢ 3all 38 3 :Void loop -

- s Ane ) Al el 3.1 i

o4 PO

-

doulad) cilagtait)

#include <aiSall_aul> Aoa o) cile e
#define 4 culill_aul Sl A o) culh Cay g

19



s 53 aellaa s Suall Js¥) Juadl

void setup() { ... } z o 5 Jaladl slac

void loop() { ... } el a5 Ala

Z)AY) g JAY) sl gl

pinMode(pin, mode); Miall aam g Gpas
digitalWrite(pin, value); 0 5) 1 dme dad o Midll lanis
int value = digitalRead(pin); 8l Adiall Al 3 8
int value = analogRead(pin); DLl 2l Ao e 8

Sl Gluag pall) al f

delay(milliseconds); Al ) e Game 22e) iyl din 5als
unsigned long currentMillis = Jll o) dia (alial) G0 g la )
millis(); Al el alsal

508l e e 23] galial) B sl

-

delayMicroseconds(microseconds);

unsigned long currentMicros = elil) Jsulih o2y Jie pualiall CA sl G
micros(); Al 5 Seally

@l gial) iy pad ya) gf

int variableName; Tonaa ke Ciy el
String variableName; (el e iy ya
boolean variableName; ihie e (i yad

20



s 53 aellaa s Suall Js¥) Juadl

dala 6.8.1
adl aal 1) 48 U8k Cus clie g il el Gaiaill s U gi (o3 ulul) JSEIG Juadl) 13
a1y eailas gl oty Aoy Ll g5 asen (e Al ALeLS B 53 L a5 ¢ giga ) a5 ualial

Aina yy AdS N Y gy cacl il

21



;A Sl

Alaziceal) 4ui g iSY) ualinl



dadia 12

& siall 3] ikl Jand) 3 Lpalaiind Sins Al Bpulisll] jealiall 3 52y o st Juaill 128 8
pllas IS 5 clged il 5 Lghrinaty llailall e b paiin «Jg¥1 Juadll (8 550 DU U8y Lasey lld
Ll g pualiall 038 oo 4SS o S5 . 005al djadls cBla () diLaYL RFID”
Eaa) 13 Baand) Calaa) aiaril G yhall agara Leo Adlial)
aladilall 2.2

Lol (S Al 5eS il L) ) A 5l il JLEY) isady 58 ualic 4530 46 Cllafilal) o
G paaiall Calide e SLaYY oda e gAY Auis SV 5 5eaY)  pnlall Addad ddaid s Leagds
hoeS agall g ¢ Al sesh Ll Ay sk o guall g sludll Ao sl cazazall 6l jall Aa ja Jie 450 5l
J15] < puaiall ol yie g

LAl e Uil Jee Taw 11,2 Jsid

Glatilal) (il 3.2

Alla clbiile dldall ye claiile) @l sae ) ol JRAIL 4800 oSl claiild) caiat 2
Al el latilall Caieat iimy (K1 (Aaad ) Slatile ¢ Aufila Sl dasae Gihdile (A€ e Gladile
IS mite 7 b G Lad s clatill s3] ciligaill aaf aal dlda e cilhiile o Alds cllaiile
J10] e

(Passive Sensors) alalill cilaiilal) e
ALla)) bl i elld e Yy L Jaall AN a A aeae )zl Y ekl b3

A oal A sl ¢ JBl o Ao A8 (e g g5 ol ) o) sl g5 90 ALl 3 LEY) o Al 8yl
107 & oadl s 53 a5 daa s

23



£ 9 piaal) Sladl g 5lSlaa Y Juadl
(Active Sensors) dlald & clhiils o
latilall a8 . L 5eS L A tad) Jie cdeall oo jla Al jaas ) zlad cliild) o
zhs Ll ey 138 Al 5 LaY1 o Al 3wl Alaid Aads Al e 5L Al g ALyl
J107 Al 5o 5ol Jaadd d3Ual Dl )
clatilal) gl ol 4.2
3 al clhiile 1.4.2
a2l 35l pal) da o el pastiy s SSY SleaS s sall Ll ol 5 ) jall Jafile iy
dins A giia il 55 JIaL 3 ) jall daile sl AL 38l 5eS 5oL Y el 3 s3a Jysad o5 (has e
Lo 153 aals Cun <o g ol sall Gy il 5 umal) e licall Jie cleliva sae b daladiud
o) sl oda G (pe Adbiae g1l Y Bl sadl i jeifise and iy 5l el a0 A8 jeg 2y B
iy ) Al A gasall e
SPRAICES NS S SIS BN SRR pREC VR - I PENPIPE BN PN

.sh\j&&@&u@mgé%

g all A gl 12,2 JS&)
3 sall 350 5eSh Aasliall (& a0 sy ) all daa (A ) ol el zosa el G 15 e
(Il 55l e Sl seall b s die g eslidl i sl T3 L oLl 8 dedid
J10] 30 sl sy maanl adladtud g 4wl (Sa e 58

24



£ sodall jladl g 5lslas G Juaid

Ao ! ~ ol
! h—
E ! @-J.QJHLJ_;
! gkl s Sl
s i i
[ U~ (g
S
b

gl Al da g all il L.L.';J\ :3.2 Jsdd)
gy Al claglial e
Nga 8 o Al 35 ) el Aa jo Gul) aadis 5 ) jad) claiile ) g3l aal a2y ) el A gl
Wil on Aan Lty 3 sall 480 seSl Aagliall b ) 556 ) Lebae (3 A1 oall Ao sliad) atind Aums

e (e o Jpad g

Aol ailaglial) 4.2 Jeid)
#ﬁMQ&j&Mq\JjﬂgﬂPc%ﬁg)ﬁ Jalee 3 4 5 n 4058 :CTP +

.SJ\J;.“ 2\;_).) BJL}"}@Q
e JSIL e glie el Gallin Cua b sl s dalee <3 3y ) s daeslie :CTN =

Boloall da jasal) ae (d

25



£ sodall jladl g 5lslas EMAY Jucadll

A Résistance i Résistance

TP

| | - | | -
nec 1a0°C  Tempeératire nec 1a0°C  Tempeérabhire
.3\,3)\‘);5\ Gl glaall Jue dald 15,2 i)

L;ﬁ\ 3alall @L\)@ﬁ\ A gliall dasd Prr i) cg\i)\‘)a.“ A 5laally E\.La:m..d\ EJ\);J\ a0yt Ledie

Jasad aly o (e (Al 5eS B 1y alasiuly dagliall (8 uadll 1aa Gl oy 5 4l oall A glia)l Lgie ahuad
J15] 55 oad As jo e (an gail aladinly Aalaall B ) sl As Y 86l A
RTDS 4 gy 5 Al cilhiile o

e glie Ao OlIAT  Sama aglia o ading 5 ) ja dx jadatile e gW) Aasliall 3 ) ja Ay dafile
8oad) e (e e g sl 138 a0y e glial 5l sall (3 e Blal andi 23 il da o CidEAL
Sl a5 Ui e A ga s Ay Ll i LY Lo liall s dlend) cilinlaill 8 aiLs S8l
g ool (e 3a 5 Cailil g a3 of el ppaal) (8153 alasiuly A V1 e slial a3y 5 ) yal)
107 Lo ) ot sy (DL e 5% L Llle
il claiite 2.4.2

i Ay g i< 5 jeal o W e adsll 5 jeal aul Lay Lale @l Lo ol 5l Lalill 5 ea]
WD 35 Gl s b miiall ol Aebud) ol LA GLESSY Bale andid s s .l A (e dlida Lol 5 203

ol e il Sl (ot e Sl il (38 ey adbadll & Sl Ll 5 jeal axiis
Uil 5 (A3 5 A sene) anall 8 ad s JSAL WD Ll 5 eal o si L 030 8 058 2l J
5olall 3 sl (e Buleall Aalad Jia ¢ S acme alad e fe a5 L sale s bl e iy
147 ol s

26



£ 9 piaal) Sladl g 5lSlaa Y Juadl
S cliile gl sl o

i) WD ledind 3 3eal g5l ST e o rodlaad) masl Gubad o ) e 8 j¢al
Ae gliall AlasSl 5 ga) o g il 138 axdtiey LAl e i Al o sl e el ails Jally
Lo slie (e (polaal) 2l ulad o 5L ledinnd 5 3eal 35 Adagiad) @l Jl) ae delim sl A
dalad alana sl s el s Consouells s SY 2eST gl Jie R pe Quadl Leie 35 L)
el sl bl e i) s jeal o add Jidl 4 laall e i)

2] sl Jie el ol 3lad) GLIiSY sale 5 3¢l oda adind g dailiasS g gSh) ladind) 3 jgal
ZY SheS Jeli dlasiul Aol 50 3 3eaY) e g il 130 Jany sl 5 Gan s sl Ay S5 (5 S0
o waal 8 Al s eSSl laind 5 ea) 40808 Cangiuaal) SN pe (el Laie &l S 5L
erl S Al el dpadiall lall alS 3 jeal s daeliall i)

CALISY ¢ jen Caal g g s pladiud Adand g Jead 18] paad) ciad dad8L ) jledid 3 g
GLESY sale 3 3eaY) e g sl 138 axdiy el peall it Gt lpabaidl e el <l asa
VRt [ P RPN RN P PRCA TPVR PRI

oo cilinl) Gbite 8 AL laca b leuls 10 SN el el caal cale JalL
Lae cdalodl e 3l S ped e Suall Cassll jig Ll 3 L AS Ok ) dseliall cilalac !
omeatll 8 Sl e 5 jeal et (L ol g3 2065 e LA i) Aaall djlea 5 ) gall pde b ac Ly
A e s Sl e CalSU Al 31 Leleay Lao A8 65 gall 5 Apuliaall 5 8 3
MQ-9 i hiils o
il ep Sl ansl gy Jie sl GLESY aadtd ) W G ediae e g s s

«(Sn0,) pruadl 20l Sl Cilie lisa s e ading s puaie o Laiild) 138 (5 giny . gbs ol
13 Gl Aty g ¢l e Guedly Ladie yeatall Gaglia yui faall o gliadl 3Y gl (e ASed Ja03 2 sasas
Ol padig e Gpdd aie o hlild) g gy Basa el G 58 5 e Jsaadl sl
28l Il e somel (bl il Jhe SIS 580 5 QLS ae L Jaall (F ead) Ji Ll

27



£ 9 piaal) Sladl g 5lSlaa G Juadd)
e Al 8 Y ik g ) Jagha 8 3l s LIS 3 aadiey Lol 5 5 S
[15] Jsuall & Sl

MQ-9 i) Jaiils 3lia o

Pin1: VCC

3P Pin2: GND
4 Pin3: DO
Pind: AO

MQ-9 lall haila 3lia 16.2 Jsid)
) il Juedil Colial) 48Ul aeaey 36l 13 Juasi 2 :VCC L1
Olanzal 430 5eSH 5ol b A i Ak Aliagi a5 YL ey disddl 138 :GND .2
L o) Qa3 sl

cal sanall anl 3 385 sl xh Levie Auddy L3 g a i 2isd) 138 :DO .3

[12] oSl Sl 3 5 e ol 4yl 5 )La) iy sl 138 :AO L4

MQ-9 &l hiils Lailad ©

Ll 5t dwwdnll aga -

nd e 150 1l a -

Aalgi 5= 0.1 1 ad ) diall 6 agall -

[12] 2152 0.3 = 0.1 : Blaill disall b sgad -
dggh )l cllasila 3.4.2

Allie 350568 3L L anils Jeags 4ty 8 Aysh ol el 5 58D Slea sa A5kl il

Aad gl g anall Cum e € JEIL Ay skl il 8 al calias

28



£ sodall jladl g 5lslas G Jaadl

Dbl 5 3eal g i Clual ddliae 38 Hla 250 € a030505 Cus (i sana ) Learii oSy
A0 Pa e Al 4 gha ) Gl wy (AH) Akl &5k ) el 3 el s(RH) Zpsil) 455k )
Aty 5 yal) Ay (e vie o) el Aysha )l (e 538 oaally Aipma 5l An 3 die Lall skl 6l 3
(A 5 Al &y gl 5 aan Jal (e 5 ad) B 5y Gl Al Ay sk Sl el 8 el e oy
J11] 50 oad Ao (Y g sa b 0 Adllaall &y gha )l (bl oy

5 3eal aadind i glall g A sandl Gkl et Lt Lo gud Gl A ) G padie S
ine Ly (Rl seS Aind (385 e 5l (o) Al 8 a) (il s6S b Ay sand) el
sy dienal) Ty 3 Ryshll 5 e Gk caulily Jane J8 gl (amall s 31335 . Lagis gy i)
Anlladll morall Coguladl W all ) s Ay skl 0L 5 e @bl (agadl) ool 8 3 Al add Sllb aay
tua el g Jadie ¢ priiall 538 20305 Cua caling Tase o A sliall A gda N jladind 3 3¢l Jand
J11] Aol o as e alailh 508 e pile AL S5 Lee Ayl 50 ae jriayg 4eas 1

DHT11 dysh) kit ®
@sine Al Slead Sadh sl Al A 5o pall Ay il b el e s

Gy e ) Sl an i e adingy chashally 8 al Gl 8 plae Gk il jadion e
Sten o ALY k) Al Jedgal o glie il (e Sleall (35S Al il 8 Al (RS il
J11] 5 sl ulid

DHT11 gl kaila :7.2 JSi

29



£ s pdall jladl g Blslas G Juadl)
DHT11 Ligh )l hiils dlie ®

Fa DU A8l 5l AL Ll g 53 (5V) ddie c3lie DB e DHTLL Ay sha b Liile g ins

Jolel aasiey (Data) dite s Jaiilell A5k 5o 5l 3 35l e Blisll (GND) o) 2k 5 bl

[L5] s 331 Ay S il gl 81 g5 ol 5 b Luiile (il

DHT11 4 gl Jasile 2dlia 18,2 J<dd)

DHT11 cijsaa ®

& il il 5 o LAl A ) gene | Aless Loa ¢ Aumidie Gl -

e y%ie e ganad Lulie dleas Loa ¢o1a20¥1 Blen s Aas dgal s acis 3 H233Y) Agens -
il g ag il (e

836y pan ae AL Alle cuwd DHTLL hild) 385 o) e a )l o A gie 482 -
el clipdail) alaedd 4S5 Wil Y o552 Y1

& i sl 3 AL A cilalue 8 S Al Ldle alaay Las sha aaa -

&l sl A e de g A gene g Al pgan dddaiiud (S 3 Adle A . -
6 AY) A e dall g g ea Y1 Akl el

Al pe Jie cliplaill (o de 5¥ie Ao sena A dnladiul (Say Cus Gl (e gl 5 Jlae -
SR U Sty el a il Ayl Coglall o cCaall b Asl
LSl g il

30



£ s pdall jlad) g 3lsla Y Juadl)
AR ial) gl 8 43l eans Las clighga s i (35 L sale 3 A g gay Al -
[11] 3_eS JSUia (50
(Radio frequency identification) RFID alli 5.2

Gla ga pladind ) pedy mllaias a9 ¢ SLOU 23 1L Ay gell paad Al jLaial sa RFID
[19] Ltk £ Lz 5 L&l apal gl )

RFID ali Jas 48,k g cligSa 1.5.2
bl saclE gt 5 g AUy (e Lelaal Buull] palic 2D o 44 o3 adiad

B (((" - EE

Bl (5 LAl ULl Bacls

RFID Alai o1 3al :9.2 Jei
g Y Aiae laglee o A8Uadl g giad Al o3 3 b1 e el A ccliladl Y

0555 o e -l (5335 803 s S ga e (5 5ind 5 pmim 2 Aag il G bile ()5S
oo Al ALY o i Cus bl e o AUl ad gl A glay e (s giad gl cidads ddlad

@Jm\

31



£ s pdall jladl g Blslas EMAY Jaaadl

RFID ik, 110.2 Jei

Juind e ol ety A8 3 £33 Cila glaall Se) s o gh 53 Sleall ga g ofo Ll Ll
S A%l gl Jeay el LY Sy J) Sleas <Al e dpsdl S i lay) Juiay
il geed o to 5y Lol ASUa (e Lgtel B @ A il sheall Aadleal ) alail
L SN 8 daim e ] Sl Llua s

1T
2
%
18
1%
3

A
&

&
N
N
N
U
a
Q
T
&

®

dl rl L1

.RFID-MFRC522 daaxiall 5_jall :11.2 Jsid)

32



£ sodall jladl g 5lslas EMAY Jucadll

RFID 5 6 3l 2.2 Jgia

g s gl el

3wl 3.3V

Sl 3ale RST

oYl GND

4alay aail) il IRQ
RFID-MFRC522 ) Jis MISO
R MOSI

b g5 3 L) SCK

o olll pass SS

Jio clilladl (e lgman @ Al bl dlasy o 3 dgaill Al sa g ¢l alaill |yl
Clilagdl (he B¢ 5 iall e slaall Aallaay oulu) alail o g6y bl Aadles Gadil (e o 5 siasa Y
GrAd by acl g ulul) el Jady lesleall 28 o ol duuliad) el sl 385y el
J16] cllndl [l il 53 )0y addiiie cilgad 55 cla slaall o328 Jalanl cilipdat o c3e g jiall ila gladll
RFID wlilsy g)gd) 2.5.2

aid) RFID clida o
238 Ll Je (e cAiline JII) €l Aaeds 3 yptaa by Uy Ao 5y dhidill RFID clilay Juis 23y

oo el b il e g sill 138 Hasil S UV Clie 5 o de D Jual el dle g cilila
gl (B el A8 a b latua sl Gleadll (LSl (D Jsa sl B Sl Lein (e Gl
REICHI VRPN

33



£ 9 piaal) Sladl g 5lSlaa Y Juadl
AL RFID ciliay
Ladie 5, (5l o Lgigd e Jseand) 2y Leladil 4y jlay e ALda) RFID il (5 gins
Zala ) Al dpualine g ,eSl il gall Zila Jygaty 43l ga a5 (RFID (5,8 oL adle) oy
Ay pdll ) cbbadh Ja ) s RFID d8Uay 833 sa sall dag ) Japidtn ) 138 (5o 4000 ¢S
10 ¢ SS1 Y Joay Jisha sae cAmiaio A4S cCiuia ()5 ¢ pina pan CliLadl 538 ) jaee (1
305 e amll e ikl eyl 8 aodid LAdhae JSE dlia ) glag Ve i
A Y Les edinn sl ol el 3 lal s ecalilall 3413 5 ¢ pualy]
A3 Al juae asa g aaal | k0 8 ganall el A Adlus ga SlEladll s3a Cige (e
Al 4id) RFID cililay o
2458 ALl RFID @lilay g 4kiill RFID culitay b e Allall 4ui RFID Slilay et
Lis Jeall Tay . lal Al 3 RFID @l jla) Juy Vs Akl Alls 6 Jany ¥ ialal) 6 . als
J16] AsUad) apsis Lyg a0 pll midie Jadiall Japdii 3 L3 Blai Jaay Lerie
RFID alai & deadiceal) claa il 3.5.2
Sl Jal e osale o5S8 al) Ap g pSY) clitad) o bl Jalay RFID alas o iy
sl RFID 4 3 deadiuall oy il iy . gl ) s sa oo doanadiall sel il 5 eal 5 (lilay
G Gadl o € JKalL sl 2o il g Cua Al oda Adled g ol daad ) A ) el 2l
& Bel ) Sleas A8Uadl G cUlad) 6 de yu ) ALY el iy Ailay) Galins) 4 2 o oSay
[16] SLDU 23 5l Ay el apan A 8 deddiad) can 1 e et SY) Jsanl)

34



£ sodall jladl g 5lslas EMAY Jucadll

[23] RFID Hai & fesdiuadll a5 .3.2 Jsa

2.45-5.8 868-915 13.56 125-134.3 33
GHz MHz MHz KHz

@& a3 i Sle 25 &8 e 23 5 Uaddia 23 5 ) £ 6

1m 3-6m 1m 0.5m PEIR|

Gle pwn jraly Sl el Gl daay adaly | 20 5 128 ey Aailad

486 cbly Ju Jish Jhail | e deaiie Al | AU addie

edig| Adle clily Ailady | el
S ikl | 8 3ale sl G L dll Al

bl Jo s ea¥l | Ot Juad) | 438 o Caa

axall 3 5| g 3aadl B ) &l e
Aoy &zl 335380 ) gall

5 il 5
slo Jpanll

.;\j LLA;‘

RFID 4.l < jsaa 4.5.2
(g5l Jasl g hal) e il -

2y e latiall g o gl Aalie Al gy Rdal ) bbb Ji -

35



£ sodall jladl g 5lslas G Juaid

Al J geadld AWl 5 gyt -
ASSal (8 gall e daf giall daall 28 pma -
Aaalil) reaty L Jueiill A s -
cMa gl 6.2
Jio Adhide Clae 3 oila JSAIL Lealadind o 3l oS dakali 5 ke sa Sl eSH da Ll
177 Al oSl clipdaill o oSal) dadai] 5 dye liall dakatY)

- omabalin Sl Ja yall 112.2 JSl

(bt g ¢S Jasal) £ sl 1.6.2
:SPST (Single Pole Single Throw) e
Ole sl [11] Ailie of As gida 0S5 O S Banl s B0 (e 058 Jiadl) galaly il ol
tlea (L N
Agaphl adlla s 5ide < Normally Open (NO) -
gaphall 4ills 8 il 5 Normally Closed (NC) -
:SPDT (Single Pole Double Throw) e
Adbiaal cla Al e ol Juai¥ LS aal 5 5 la o g iy Jpall oy ki) gala]
J11] aaty ahad Aadniily cpndhiag el cpa Joadil) ety Laa

36



£ sodall jladl g 5lslas EMAY Jucadll

:DPST (Double Pole Single Throw) e
[11] aal s cile Aand 50 Lagd wSa) (S itleaiia il o (g5 Janall (galal y aladll LS
Ll st ) ole il
Aol Legilla 3 s giéa (415 1Al 5&5 Normally Open (NO) -
doaphll Leglls 4 ot o6 lall (&5 Normally Closed (NC) -
:DPDT (Double Pole Double Throw) e
Oe OBl JuaiV Lgiay 3 la IS e piliaiio (0 jla o (5 giay Jiaall Al aladl) ALS
J11] 30 sall 8 aSaill g Joasil) 35St B35 pe g Lae cAiliadd) il 3l
Aguglaling 5 <)) cDla ) g 113.2 Jei)

Alas A8 g kil g ¢Sl Ja pall cligSa 2.6.2

A oald . uhaline Jlae 288 () 5% Lea Ll jeS 1 )Lo A (e 5y il (e Ja el (585
Jal daa gl Lalis puay pas ) (505 Lee ol Jlaall 138 dady Jajall 3 SailSodll ¢ 52
ol Al g ae o8 138 5 ¢ AloeSl) Ll Juad g Jua i 8 a8l Ja el o JUL 5 Ja )
J17] Sl dals Joa il Jalis s 53

NO NC NO NC NO NC NO NC
SPST SPST SPDT DPST DPST DPDT

37



£ sodall jladl g 5lslas G Juaid

muhaline 5 5eS) Ja el o) 5al 114.2 Joad
tod el al Bae e da el ¢
Ja el Cile

2

&1l
s

Ol Jrua g 5k

djaie Jpn i ik

(Normally Open - NO) 4a gisall 4kl
(Common Point) a< sl adadill
(Normally Closed - NC) Zaladll adaisll

© m N o o M w N P

38



£ sodall jladl g 5lslas EMAY Jucadll

s Ja sl &l jraa 3.6.2
Lle b adle Lee (oS A 5ol g L oSt oy ) 5l Wil S Ve gy -
el ol
& pSatl) dilee g Las  parua (Al S Lo alasialy S b jeS LS 8 aSadl 4y -
BomSl JlaaYl
Aray Las ¢3S Aoy ) Lalds Alla oo 4y s e puall Jiaall e 508l ey -
S L (3 Ay e iyt ks Al il Ll
A Jasall cige 4.6.2
Aol 35l Je S5 8 lae oLl Aglee DA AS0S00 5 ¢S slin g e 70y B -
Basanal Clabual b 4l Gaas 38 Lee b e dana 058 of oS -
A i) lasal 3550 Ailia Gl Lee A el o1 3aY) G Jiill dm e 58 & -
ce1aYl
S Ja el clighs 5.6.2
Boea) e Gl a8 aSaall adladiud (Sey Cua AlpeSl) gl 8 uSal -
A8k S
) el Can 38 Al 33 30 ol Sl g e Uad) e Al peSH i sal) Alaa -
s AT (3813 0o AleS L Jasaty prany Lee cAiliae 38l jeS il 5o o il -
Adlad g
%Al daall 7.2
&8 sall 5 A8 jall b (B aSan b gl desiadll paiuadl LD DS e e g s s 0l 5ell Al
Aglle 38y saaas adlge ) g1 o Axdl ) Jgeay aaad o b juilly Gl ad) (e g sl 138 ey
Al el ) Jhe AS Al 3y LSas b cdinks 8 sale 3sal dadl) aadiay

[18] 3)9..“‘\5\ &L\Jﬁu‘j c:;\:\S:ﬁLAﬂjiy\

39



€ el Jlad) g dlslaa G Juadl)

-
-

D) sl & el 1152 J<dd)
b e 1 5al S ) g

0 Oz Glai 8 0)sl S adl (e g sl 3l Sy tombl Ji5a) daadl -
Cliglall sale sty lguSe o Aeludl (o lic slatly o g cpalad¥) 3 4s 50 1805
Ba3na Ll g 3 450 g Badaa AS a alla® A

A3 360 ) s Ayl 3 05l Sl e g sl 13 Sy el i 3aN aal) -
Aaam g delull (olie cilalas) 8 G g oo b paiunall A8 5al) Led ey Lae cpalany) 3
Bt W g 3 3 paine A8 ja allat Sl chlipdaill 8 sale andiey

D5l el clia 1.7.2

. ®

el Gl o) 3l 116.2 Jedd

s Gsaa ]

40



£ g phall ladl g 3lSlaa G e
5_yaxie da glia 2

e S . 3

e s dyaa 4

S5l ¢ aal) Bla 2.7.2

) sall @ el 2l 17,2 Jeid)
Slinall (e galaill s 330 5 eSh Ll iy el Sl disal 138 gy 1 ¥) dkaY L1
i mhaline 53S0 Jalal) aiars @l Jsrdi Al ey Las e ¥ ) s 30

A eyl
& jaall Al e Aslal

D3l a6 aSaiin o3 Sleall b aSail) die Gl s Jpa i o5 caSadl) 3l 3
(s AY) A&l 5 3ea) 5l st ga YY)
iala 8.2
O 5S4 paall o3 glee RS aghy Adliad) A SV jealiall LIS Uleind «Joal) 120 Jlia 3
Lo g e Jlad) Ala e ) JEY) 3 W Al

41



£ sodall jladl g 5lslas G Juaid

SAE Jadl)
£ 9 pdall LBt Jall

42



£ sodall jladl g 5lslas EMAY Jucadll

-

dadia 1.3
paaliadl e o pailly il Cun oS3 (pa skl ¢ Jall Al yo U U8k i) cpleadl) 8
g ohall 130 Sty < ghadll Calide s i Juadll 134 8 udaill ¢ el 8 Lacluin Al 3kl
Al el Slayl Lt g 38kl 5 3 gaiall aaally Ay,
Bsaiall hhaial) 2.3
aal e o 3 5ig dhilad 1ok ¢ Al Jial dlexiaall Jilugll aal aal saiall bl ey
Lbis dlacly Lidd clic g e 20 g 5l Jd ol 3 (zolad) s Jalad e puad) ga il

EJJM\BJEUMj@Aﬁé}M

—» LCD awlw

&yl

gigl gisgy)i ¥ Ligua dcly

RFID MRFC522 f——p;

—» Jjigo ¢jpo

Gistiall hhadl 1.3 Jsa
£ 9 pdall b Alewtiuall Agig ySN) jualiall 3.3
ALY gl a3 Ll 12 59 o Wil 555 gl e 5 e o Al Ay o
£ sl b Al Gy SSIY) i all Juiad de U

43



£ sodall jladl g 5lslas G Juaid

:QJU:-J 2.3 M\
b 2l oladl 3 JloeS) Sl e e Jen slaa sat LED gl sl o

ﬂ%wéh_)@ﬁ]\ Jkal _)jfcmi\g}mm&uu,q;mmﬂjsu_ﬂhha‘gh

(S Gely 13,3 Jedd)
s22] Arduino UNO 8l olasid L 55 3 Uial : Arduino UNOsish siaga ) e
gan] o
S giall Gla jaall g Jaladdl 2ae -
Al e lehaad oS ) i) den -
Al sl de e -
oaiaidl o e -
Aaapll g Jaladl) A gen -
LS 0Kl 4 Aalal clialdl g -

44



£ s pdall jladl g Blslas EMAY Jaaadl

){5\ )Sg}JJi 4.3 M\
O s (0 58 chpeal) Slagladll i a) 23405 (a0 AL a1 LCD 16x244L
La 16 e Lagie sl S oS

. LCD 16x2 4uli :5.3 Jsid
A5l g0 V1 aSaie pe LCD 16X2 &iLd Jay)l paand 112C dpadiall 320 o
iy oo 5 Aglae G Lan cJpum il 2o DU DY) 22 0 Jliy 531 12C J S 555
.ol Al

J12C dsaaidl 5 Al :6.3 Jséd
Maat s Jsaally oSaill gel gl eqsl»g RFID 55l san 5 a1 MFRC52245waial) 3 )0 o

ikl o3 2l gy g0 5Y) e A g ey (e A sl

45



£ sodall jladl g 5lslas G Juaid

@ wowamn
L] .

dona gl 8 a8l andin S S & e a3 5l & el 2 Servo Moto Jjlse daa o
<l yilall g b ga g ol Jie chlindai 8 aadtiin g (PWM 5L aladiuly 4 oSasll 4 A8y

MJK}M&J‘@JWUSM\

.Servo Motor ) s & jas :8.3 Jsid)
IDE geeli s aladinady Slslaal) 4.3
gabipll B8 Jabada 1.4.3
o 80 Jalade o Lhily Liad allaall daBaall b gSall ia gy (Al A gaiiall hladall sac) aay
DA e ael galind) LS Jyeads ) 88l Jaladal 38 Cangy . st JCAIL ot Jee 348
Al Lexty o Cany Al el aYly @ ghaall i) Jududll a8

46



£ s pdall jladl g Blslas EMAY Jaaadl

Py o
"door unlocked" " i "
"door locked" unvalid car

| |

iy ;rj.n.'al'l Jlaid) . .
| | \
9 e J.un"f ;-}JAI dh.u.u

il ) abaad) 19,3 JS

47



£ s pdall jlad) g 3lsla G Juadl
alalll Jas fame 2.4.3
OsShy pllaill Ll J8 5 a8 8 Sl REID 408 e adday alad pladiul Sy op g pliall 128 38
Oo plaill Joay a8l Al ) 5L LED zsbiass (LCD 4L ¢330 & jae (RFID 58 (e
sl o ladl gina (e X0y RFID ey e ca il (PDla
soUSNY) A Y o) e
el Ay i et Al LCD 4ils @lld 8 Loy b oSl sen Alh o callatl) Qs e
a4y el i) JUSEY) pmg 6 0sSy oUaal cAllad) od b 4ty auin g pddid]
:48Ual) 3o 8 Ll
Adlay Caling) o3 1Y Lbagaa A8lay dga g (e Uil (SEaT catBlan (o LN (e aadiuall i Ladie
(A8l o prall el 3ol 8 alaill o ghy cBasaa
:A8Ual) Jay dawa (g (383l
g el Aladl alhaill ¢ Al Gl Se W 1aa alladll )l A8l cay 5 3e ) Bel B ang
Aadls B8l yiad «¢p3aal el iy e oIS 13 L)
(e Jay) il md
asi 5 lgy o e Ailadl of Y 3,LEDN jamdV) - luad) selia) & cAalla dilag) culS 1Y
e "Door unlocked" Al Laje Ay el idl da ja 180 Al A Soaall el jany Ul
Al ALl (=t QLI Y Aa 00 0 Al I onall gay Baane dpie ) B 2ey LASLI
." Door locked"
H(JAall Ay £ saa i (add) Al (b ) 4
oy lg o giae e A8Ual G ) 3L sealY) luad selia) a3y ddallia e dilay) i€ 1Y
Ol ALY AAY U ASLAl ssan 5 6 yuad 5 gl AaLa) le"accesse Ddenied" Al (= e

Buaa ddday

48



£ sodall jladl g 5lslas EMAY Jucadll

ey 3 Lclilladl e Giadll DA e b agd o eaddl palildll Jsio laa o alall Jexy

Jsa padtiuall daiial g 4y jpeay LS 8 e cfs AN (e ABUadl) 8 S Cua ladill) Al ge

SSLY Y J s W 550 ey s Litlia) Bl 5y aldail) 138 B8 pond ) of ol iy o g ¢ Jil) Al
gaadll

-

£ 9l galiyy 3.4.3
relaCally Gy il Yol W

#include <Servo.h>

#include <SP1.h>

#include <MFRC522.h>
#include <Wire.h>

#include <LiquidCrystal_12C.h>

t 8Ll g el prially iy pal) Lils o
const byte monUID[4] = {211, 100, 177, 154}; // 38Uadl ja )} oy sa3
bool valid = true; // 48Uad) LaDia (0 383 juxta

#define PORT_LED_RED 6 // sa¥) Cieli) Jis aaas
#define PORT_LED_GREEN 7 // y=a¥ ¢ield) Jia ey
#define PORT_SERVO 5 // 31 3all &l el Mia yyaa3
#define PORT_RST 9 //RST adis aaa3

#define PORT_SDA 10 //SDA it yaad

15 3ead) digs Wik
LiquidCrystal_I12C lcd(0x27, 16, 2); // Jiull Jtiay I 45U Aes
Servo myservo; /I 3 sall & jaall s
MFRC522 rfid(PORT_SDA, PORT_RST);
:allall) Aig5 o),
void setup()

{
SPIL.begin(); //SP1 ¢

rfid.PCD_Init(); //RFID 4 e

myservo.attach(PORT_SERVO); // ) sall & jaall s

myservo.write(0); // el pa gl 3 s joudl aa g
pinMode(PORT_LED_RED, OUTPUT); /f zasS jea¥l Gaell e 3ya3
pinMode(PORT_LED_GREEN, OUTPUT); // z_aS padY) ae L) Mie aaad

led.init(); /f Jiug U 405 LS
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Icd.init();

lcd.backlight(); // Jliws SW 23La dadlad selaa)) Juads
Icd.setCursor(0, 0);

Icd.print("Enter your card");

delay(1000);
led.clear(); /f Jlies KU A5LE o

alatl Jae A3 Lusls e
void loop()

{
if (rfid.PICC_IsNewCardPresent()) // sy d8lay 3 52 5 (3a (38l

{
if (rfid.PICC_ReadCardSerial())

{
for (inti=0; i < rfid.uid.size; i++)
{
if (rfid.uid.uidByte[i] != monUIDIi]) // 38Uad) 3a Gad (e (il
{
valid = false; // dalla S 48lall 4ndla e

¥

else
{
valid = true; // AslbaS alayl) Lada (s
}
}
if (valid == 1) // sl dalayl) uls 1)
{
digitalWrite(PORT_LED_GREEN, HIGH);
myservo.write(180); // <Ll xié
Icd.print("Door Unlocked™);
delay(1000);
Icd.clear();
digitalWrite(PORT_LED_GREEN, LOW);
myservo.write(0); // <Ll @)
lcd.print("Door Locked");
delay(1000);
Icd.clear();

}

else

{
digital Write(PORT_LED_RED, HIGH);
lcd.print("Access denied");
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delay(1000);
digital Write(PORT_LED_RED, LOW); // jeal) el s ilay)
Icd.clear();

¥
¥
¥
}
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#include <Servo.h>

#include <SP1.h>

#include <MFRC522.h>

#include <Wire.h>

#include <LiquidCrystal_12C.h>

const byte monUID[4] = {211, 100, 177, 154}; // 28Uad) 3a 1 iy ja3
bool valid = true; // 48Uadl dsda (pe (el paia

#define PORT LED RED 6 // sea¥) caely) dia aaas

#define PORT _LED_GREEN 7 /] »aa¥) caell M aaas
#define PORT _SERVO 5 /] L) sall & yaall diis yaa

#define PORT_RST 9 //RST e 33a3

#define PORT _SDA 10 //SDA ie 3a3

LiquidCrystal_I12C lcd(0x27, 16, 2); /] Jiuull Qi jSI 4505 Aes

Servo myservo; /I 3 sall & jaall diygs

MFRC522 rfid(PORT_SDA, PORT_RST);

void setup()

{
SP1.begin(); //SPI s
rfid. PCD_Init(); //RFID ) e
myservo.attach(PORT_SERVO); // L)) sall & jaall <

myservo.write(0); // Slaall pazash & 6 juull pa
pinMode(PORT_LED_RED, OUTPUT); // 73S jea¥) Caelil dia aaa
pinMode(PORT_LED _GREEN, OUTPUT); // g 3aS pad¥) tielll die yaas
led.init(); /1 Jiugy < AELE A5

Icd.init();

led.backlight(); /] i < A3La1 4dlal e Liay) Jancds

Icd.setCursor(0, 0);

lcd.print("Enter your card™);

delay(1000);
lcd.clear(); /1 iy SI 4SS e
}
void loop()
{
if (rfid.PICC_IsNewCardPresent()) // saas d8lay 3 a5 (pe (38l
{
if (rfid.PICC_ReadCardSerial())

{

for (int1=0; i <rfid.uid.size; i++)
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{
if (rfid.uid.uidByte[i] '= monUID[i]) // &Uadl e ; o (g (83l
{
valid = false; // dalla S a8lall dndlia e

¥

else
{
valid = true; // AsllaS &8syl Lala (s
}
¥
if (valid == 1) // 3alta Zdlayll cuilS 1)
{
digitalWrite(PORT_LED_GREEN, HIGH); // »=a3) Sl L
myservo.write(180); // <Lz
Icd.print("Door Unlocked™);
delay(1000);
Icd.clear();
digitalWrite(PORT_LED_GREEN, LOW); // s el Lt calsy)
myservo.write(0); // <l @)
Icd.print("Door Locked");
delay(1000);
Icd.clear();

¥

else
{ B
digitalWrite(PORT_LED_RED, HIGH); // je=?! Cae Ll e
Icd.print("Access denied");
delay(1000);
digital Write(PORT_LED_RED, LOW); /] yea¥! cuell) Juadis sy
Icd.clear();

¥
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#include <Servo.h>

#include <SPI.h>

#include <Wire.h>

#include <LiquidCrystal I2C.h>

#define PIN_LED RED 6
#define PIN_LED_GREEN 7
#define PIN_SERVO 5

LiquidCrystal I2C lcd(0x27, 16, 2);
Servo myservo;

int count = 0;
char c;
String id;

void setup() {
myservo.attach(PIN_SERVO);
myservo.write(0);
pinMode (PIN_LED_RED, OUTPUT);
pinMode(PIN_LED GREEN, OUTPUT);

lcd.init();

lcd.backlight();

lcd.setCursor(@, 0); // move cursor to (9, 0)
lcd.print("Enter your card"); // print message at (@, 0)
delay(1000);

lcd.clear();

Serial.begin(9600);

Serial.println("Please scan your RFID TAG");

}

void loop() {
while (Serial.available() > @) {

c = Serial.read();

count++;

id += c;

if (count == 11) {
Serial.print(id);
if (id == "D3 64 Bl 9A") {
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Serial.println("Door unlocked");
digitalWrite(PIN_LED_GREEN, HIGH);
myservo.write(180);
lcd.print("Door unlocked");
delay(4000);
lcd.clear();
digitalWrite(PIN_LED GREEN, LOW);
myservo.write(0);
lcd.print("Door locked");
delay(4000);
lcd.clear();

} else {
Serial.println("Access Denied");
digitalWrite(PIN_LED_RED, HIGH);
lcd.print("Access Denied");
delay(3000);
digitalWrite(PIN_LED_RED, LOW);
lcd.clear();

}

count = 0;

id = "";

}
}
delay(500);

}
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RC522 RFID Development Kit

This RC522 RFID Development kit is based on NXP's a highly integrated reader/writer IC MFRC522 for
contactless communication at 13.56 MHz. The MFRCS522 reader supports ISO/IEC 14443 A/MIFARE and
NTAG. The MFRC522’s internal transmitter is able to drive a reader/ writer antenna designed to
communicate with ISO/IEC 14443 A cards and transponders without additional active circuitry. The receiver
module provides a robust and efficient implementation for demodulating and decoding signals from
ISO/IEC 14443A compatible cards and transponders.

AMARNAAY

SKU: MDU1040
Brief Data:

e Operating Voltage: 2.5V~3.3V.

e Operating/Standby current: 13~26mA/10~13mA.

o Operating Frequency: 13.56MHz.

o Supports ISO/IEC 14443 A higher transfer speed communication up to 848 KBd.

e SPI bus speed up to 10Mbit/s.

e I2C-bus interface up to 400 kBd in Fast mode, up to 3400 kBd in High-speed mode.

e RS232 Serial UART up to 1228.8 kBd, with voltage levels dependant on pin voltage
supply.

e Compatible with MIFARE and ISO 14443 A cards.

e Typical operating distance in Read/Write mode up to 50 mm depending on the antenna
size and tuning.
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Interface Pins Function:

RFID_RC522 pl nout see MFRC522* chip datasheet
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P.S: This module does not support RFID cards which operate at 125KHz frequency range. It supports
only the cards which operate at 13.56MHz frequency range.
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Application Example with Arduino:

Library download:

Here’s the library you need for this project:

Download the RFID library here created by miguelbalboa
Unzip the RFID library

Install the RFID library in your Arduino IDE

Restart your Arduino IDE

o

Arduino Circuit Connection:

RC522 Pin Wiring to Arduino Un
SDA Digital 10
SCK Digital 13
MOSI Digital 11
MISO Digital 12
IRQ unconnected
GND GND
RST Digital 9
3.3V Supply 3.3V
Pin Wiring

Reading Data from a RFID Tag:

After having the circuit ready, go to File > Examples > MFRC522 > Dumplnfo and upload the code. This
code will be available in your Arduino IDE (after installing the RFID library).

Then, open the serial monitor with 9600 baud. You should see something like the figure below:

69



— — —

COoM11

= v2.0
SAK, type,

Firmware Version: 0x92

Scan PICC to see UID, and data blocks...

m

[¥] Autoseroll

-

Put the RFID card or the keychain to the reader. Let the reader and the tag closer until all the information is

displayed.
Firmware Version: 0x92 = v2.0 =
Scan PICC to see UID, SAK, type, and data blocks...
Card UID: BO AC 7E 7A
Card SAK: 08 |
PICC type: MIFARE 1KB
Sector Block o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 AccessBits
15 63 00 00 00 00 00 Q0 FF 07 80 69 FF FF FF FF FF FF [ 0 0 1 1] g
62 00 00 00 00O 00 00 00 OO 0O 00 00 OO 00 00 00 OO [ O O O]
61 00 00 00 00 00 00 00 OO 00 00 OO OO 00 0O 00 OO [00O0]
60 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 OO0 [ OO O]
14 S9 00 00 00 00 00 Q0 FF 07 80 69 FF FF FF FF FF FF [ 0 0 1 1]
58 00 00 00 00O 00 00 00 OO 0O 00 00 OO 00 00 00 OO [ O O O]
57 00 00 00 00O 00 00 00 OO 0O 00 00 OO 00 00 00 OO [ OO O]
56 00 00 00 00 00 00 00 OO 00 00 OO0 OO 00 0O 00 0O [00O01]
13 55 00 00 Q0 00 00 00 FF 07 80 69 FF FF FF FF FF FF [ 0 0 1 ]
sS4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 [ O O O 1
53 00 00 00 00O 0O 00 00 OO 0O 00 00 OO 00 00 00 OO [ O O O]
52 00 00 00 OO 00 00 00 OO 0O 00 OO0 OO 00 00 00O OO [ OO O]
12 51 00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF [ 0 0 1 ] |
50 00 00 00 00 00 00 00 00 00 00 00 OO 00 Q0 Q0 Q0 [ OO O]
49 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 [ O O O 1
48 00 00 00 00O 00 00 00 OO 0O 00 00 OO 00 00 00 OO [ O O O]
11 47 00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF [ 0 0 1 ]
I 46 00 00 00 00 00 00 00 OO 00 00 OO 0O 00 0O 00 OO [00O01]
I 45 00 00 00 00 00 00 00 00 00 00 00 OO 00 Q0 Q00 Q0 [ OO O]
44 00 00 00 00O 00 00 00 OO 0O 00 00 OO 00 00 00 OO [ O O O]
10 43 00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF [ 0 0 1 ]
| 42 00 00 00 00O 00 00 00 OO 00 00 00 OO 00 00 00 OO [ OO O]
41 00 00 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00 0O [00O01]
40 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 OO [ O O Q1
|| Autosrol Newine v/ [s600baud v/

This is the information that you can read from the card, including the card UID that is highlighted in red.
The information is stored in the memory that is divided into segments and blocks as you can see in the

previous picture.
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You have 1024 bytes of data storage divided into 16 sectors and each sector is protected by two different

keys, A and B.

Write down your UID card because you’ll need it later. In this case, Card UID: BO AC 7E 7A.

Upload the following code to the Arduino Board:

/*

*

* All the resources for this project:
* Modified by Handson Technology
* www.handsontec.com

* Created by Handsontec Tech team
e

*/

#include <SPLh>
#include <MFRC522.h>

#define SS_PIN 10
#define RST_PIN 9

MFRC522 mfrc522(SS_PIN, RST_PIN);

void setup()
{

Serial.begin(9600);
SPLbegin();
Serial.println();

}

void loop()

// Look for new cards

if (! mfrc522.PICC_IsNewCardPresent())

{

return;

H

// Select one of the cards

if (! mfrc522.PICC_ReadCardSerial())

{

return;

H

/IShow UID on serial monitor
Serial.print("UID tag :");
String content=""3

byte letter;

for (byte i = 03 i < mfrc522.uid.size; i++)

{

Serial.print(mfrc522.uid.uidByte[i] < 0x10 2 " 0"z
Serial.print(mfrc522.uid.uidByte[i], HEX);
content.concat(String(mfrc522.uid.uidByte[i] < Ox10 2" 0" : "

]

content.concat(String(mfrc522.uid.uidByte[i], HEX));

}

Serial.println();
Serial.print('Message : )3

Lo -

/[ Initiate a serial communication
/[ Initiate SPI bus
mfrc522.PCD_Init(); // Initiate MFRC522
Serial.println("Put close your card to the reader...");
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if (content.substring(1) == "B0 AC 7E 7A") /fchange here the UID of the card/cards that you want to give access
{

Serial.println("Authorized access”);

Serial.printIn();

delay(3000);
}

else {
Serial.println(" Access denied”);
delay(3000);
}
}

In the piece of code above you need to change the if (content.substring(1) == “REPLACE WITH YOUR
UID”) and type the UID card you’ve written previously.

Demonstration:

Now, upload the code to your Arduino and open the serial monitor. You will see the screen as below:

'@ comi = | @ jm
|
Put your card close to the reader... =
V] Autoscrol Newine v [900baud v

Put the card you’ve chosen to give access (in this case with UID: BO AC 7E 7A) near to the reader module
and you’ll see:

& comn [ESSEel™>"
! 0|
Put your card close to the reader... 2

UID tag : BO AC 7E 7A

Message : Authorized access

UID tag : BO AC 7E 7A
Message : Authorized access

m

[¥] Autoscroll Newlne v 9600baud ¥
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Now if you put close another tag with another UID, the denial message will show up:

@ comn (EEREER >
[
Put your card close to the reader... .
UID tag : CA DB 46 07

Message : Access denied

UID tag : CA DB 46 07

Message : Access denied

UID tag : CA DB 46 07 =
Message : Access denied

[¥] Autoscroll Newline v 9600baud v

This completed our initial testing & setup for RC522 RFID reader module, hope you found this tutorial
useful.

This RFID Development Package include:

e 1x RFID RC522 Reader Module

e Ix Credit card size RFID Card (M1 S50 IC Card)
e 1x RFID Keyring (M1 S50 Key tag)

e 1x 8-pin strait header connector

e 1x 8-pin right angle header connector

Web Resource:

e MDU1040 RC522

e Course Using the MF522 RFID Reader with the Arduino.
o MF1 S50 ISO/IEC14443 A Contactless RFID Card

e MFI1 S50 ISO/IEC14443 A Contactless RFID Key Chain
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TECHNICAL DATA

FEATURES
* High sensitivity to carbon monoxide and CHs, LPG.
* Stable and long life
APPLICATION
They are used in gas detecting equipment for carbon monoxide and CHs, LPG in house

MQ9 GAS SENSOR

and industry or car.
SPECIFICATIONS
A. Standard work condition

Symbol Parameter name technical condition Remark

Ve circuit voltage BV40.1 AC or DC

VH (H) Heating voltage (high) 5V+0.1 AC or DC

Vu (L) Heating voltage (low) 1.4V+0.1 AC or DC

RL Load resistance Can adjust

Ru Heating resistance 33Q +59% Room temperature
TH H) Heating time (high) 60+1 seconds

Ta L) Heating time (low) 90+1 seconds

Ps Heating consumption Less than 340mw

b. Environment conditions

Symbol | Parameters Technical conditions Remark

Tao Using temperature 20°C-50°C

Tas Storage temperature -20°C-50°C Advice using scope

RH Relative humidity Less than 95%RH

02 Oxygen concentration | 21%(stand condition) Minimum value is over 2%
the oxygen concentration can
affect the sensitivity
characteristic

c. Sensitivity characteristic

symbol Parameters Technical parameters Remark
Rs Surface resistance In 100ppm

Of sensitive body 2-20k Carbon Monoxide
a (300/100ppm) Concentration slope rate Less than 0.5 Rs (300ppm)/Rs(100ppm)
Standard working | Temperature -20°C £22°C relative humidity 65%£5% RL:10KQ 5%
condition Ve:5VE0.1V  VH:5VE0.1V  VH:1.4V+0.1V

Preheat time No less than 48 hours Detecting range:20ppm-2000ppm carbon monoxide
500ppm-10000ppm CH4

500ppm-10000ppm LPG

D. Structure and configuration, basic measuring circuit
Structure and configuration of MQ-9 gas sensor is shown as Fig. 1 (Configuration A or B),
sensor composed by micro AL203 ceramic tube, Tin Dioxide (SnO2) sensitive layer, measuring
electrode and heater are fixed into a crust made by plastic and stainless steel net. The heater
provides necessary work conditions for work of sensitive components. The enveloped MQ-9 have
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6 pin ,4 of them are used to fetch signals, and other 2 are used for providing heating current.

5 Parts Materials
1 | Gas sensing Sn0O;
layer
4 2 | Electrode Au
3 | Electrode line Pt
3 4 | Heater coil Ni-Cr alloy
5 | Tubular ceramic | ALOs
H 6 | Anti-explosion Stainless steel gauze
g network (SUS316 100-mesh)
r% 7 | Clamp ring Copper _ plating Ni
o B 8 | Resin base Bakelite
9 | Tube Pin Copper plating Ni
200 H
Fig.1

1

5 e

taes

HA

Fig.2

Heating voltage 1.4v (Low) 90s
Electric parameter measurement circuit is shown as

Ve ‘

E. Sensitivity characteristic curve

Standard circuit:

As shown in Fig 2, standard measuring circuit of
MQ-9 sensitive components consists of 2 parts. one
is heating circuit having time control function (the
high voltage and the low voltage work
circularly ). The second is the signal output circuit,
it can accurately respond changes of surface
resistance of the sensor.

Rs/Ro

10

0.

MQ-9

W

‘b\\‘\

1
100

1000

Fig.2 o .

g Fig.3 is shows the typical
sensitivity characteristics of
the MQ-9 for several gases.

in their: Temp: 20°C .
Humidity: 65%
—e—LPG .
O; concentration 21%
—m—o0
A CHa RL=10k Q
——hir Ro: sensor resistance at 1000ppm
LPG n the clean air.
B
¢ Rs: sensor resistance at various
~o_ concentrations of gases.
g
ppm
10000

Fig.3 sensitivity characteristics of the MQ-9
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1 :i I M99 Figd  — Fig.4 is shows the typical
r —o— 33%RH dependence of the MQ-9 on
° i\\_\A —&— B5%RH temperature and humidity.
&\n U.l \l—\\':\\:_\ Ro: sensor resistance at 1000ppm LPG
0.8 . ——m inairat 33%RH and 20degree.
Eé ‘ ‘ ‘ I'_emp Rs: sensor resistance at 1000ppm LPG
10 b 0 10 20 2 40 50 at different temperatures and humidities.

OPERATION PRINCIPLE
. The surface resistance of the sensor Rs is obtained through effected voltage signal output of the
load resistance RL which series-wound. The relationship between them is described:

Rs\RL = (Ve-VRL) / VRL

n 1000ppm LPG or 5000ppmCH4
- In air In 100ppmCO

L L
i Figs | T ,ﬂ—
el N H T TN NN N

Fig. 5 shows alterable situation of RL signal output measured by using Fig. 2 circuit output

e

SUS—

H

H

i

; H
i

N

_

L4v »

signal when the sensor is shifted from clean air to carbon monoxide (CO) or CHy, output signal
measurement is made within one or two complete heating period (2.5 minute from high voltage
to low voltage ).
Sensitive layer of MQ-9 gas sensitive components is made of SnO2 with stability, So, it has
excellent long term stability. Its service life can reach 5 years under using condition.
SENSITVITY ADJUSTMENT
Resistance value of MQ-9 is difference to various kinds and various concentration gases. So, When
using this components, sensitivity adjustment is very necessary. we recommend that you calibrate the
detector for 200ppm and 5000ppm CHsor 1000ppm LPG concentration in air and use value of Load
resistance that( Rp) about 20 KQ (10K Q to47 KQ).
When accurately measuring, the proper alarm point for the gas detector should be determined after
considering the temperature and humidity influence.
The sensitivity adjusting program:
a. Connect the sensor to the application circuit.
b. Turn on the power, keep time of preheating through electricity is over 48 hours.
c. Adjust the load resistance RL until you get a signal value which is respond to a certain
carbon monoxide concentration at the end point of 90 seconds.
d. Adjust the another load resistance RL until you get a signal value which is respond to a
CH. or LPG concentration at the end point of 60 seconds .
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Notification

1 Following conditions must be prohibited
1.1 Exposed to organic silicon steam

Organic silicon steam cause sensors invalid, sensors must be avoid exposing to silicon bond,
fixature, silicon latex, putty or plastic contain silicon environment

1.2 High Corrosive gas

If the sensors exposed to high concentration corrosive gas (such as H,Sz, SO,, Cl,, HCl etc), it will
not only result in corrosion of sensors structure, also it cause sincere sensitivity attenuation.

1.3 Alkali, Alkali metals salt, halogen pollution

The sensors performance will be changed badly if sensors be sprayed polluted by alkali metals salt
especially brine, or be exposed to halogen such as fluorin.
1.4 Touch water

Sensitivity of the sensors will be reduced when spattered or dipped in water.

1.5 Freezing
Do avoid icing on sensor’surface, otherwise sensor would lose sensitivity.

1.6 Applied voltage higher

Applied voltage on sensor should not be higher than stipulated value, otherwise it cause down-line or
heater damaged, and bring on sensors’ sensitivity characteristic changed badly.
1.7 Voltage on wrong pins 1 6

For 6 pins sensor, if apply voltage on 1. 3 pins or 4. 6 pins, it
will make lead broken, and without signal when apply on 2. 4 pins -

L

2 Following conditions must be avoided - 4
2.1 Water Condensation =

Indoor conditions, slight water condensation will effect sensors performance lightly. However, if water
condensation on sensors surface and keep a certain period, sensor’ sensitivity will be decreased.

2.2 Used in high gas concentration
No matter the sensor is electrified or not, if long time placed in high gas concentration, if will affect
sensors characteristic.

2.3 Long time storage
The sensors resistance produce reversible drift if it's stored for long time without electrify, this drift is

related with storage conditions. Sensors should be stored in airproof without silicon gel bag with clean air.

For the sensors with long time storage but no electrify, they need long aging time for stbility before using.

2.4 Long time exposed to adverse environment
No matter the sensors electrified or not, if exposed to adverse environment for long time, such as
high humidity, high temperature, or high pollution etc, it will effect the sensors performance badly.

2.5 Vibration
Continual vibration will result in sensors down-lead response then repture. In transportation or
assembling line, pneumatic screwdriver/ultrasonic welding machine can lead this vibration.

2.6 Concussion
If sensors meet strong concussion, it may lead its lead wire disconnected.

2.7 Usage

For sensor, handmade welding is optimal way. If use wave crest welding should meet the following
conditions:

2.7.1 Soldering flux: Rosin soldering flux contains least chlorine

2.7.2 Speed: 1-2 Meter/ Minute

2.7.3 Warm-up temperature: 100+20°C

2.7.4 Welding temperature: 250+10°C

2.7.5 1 time pass wave crest welding machine
If disobey the above using terms, sensors sensitivity will be reduced.
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Tiny and lightweight with high output power. Servo can rotate approximately
180 degrees (90 in each direction), and works just like the standard kinds but
smaller. You can use any servo code, hardware or library to control these
servos. Good for beginners who want to make stuff move without building a
motor controller with feedback & gear box, especially since it will fit in small
places. It comes with a 3 horns (arms) and hardware.

Specifications

e Weight: 9 g

¢ Dimension: 22.2 x 11.8 x 31 mm approx.

o Stall torque: 1.8 kgf-cm

e Operating speed: 0.1 s/60 degree

¢ Operating voltage: 4.8 V (~5V)

¢ Dead band width: 10 ps

e Temperature range: 0 2C—55 ¢C

Position "0" (1.5 ms pulse) is middle, "90" (~2ms pulse) is all the way to the left.
ms pulse) is all the way to the right, ""-90" (~1ms pulse) is all the way to the
left.
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TowerPro SG90 - Micro Servo

Basic Information

Modulation: Analog

Torque: 4.8V: 25.0 oz-in (1.80 kg-cm)

Speed: 4.8V: 0.10 sec/60°
Weight: 0.320z(9.0g)
Dimensions:

Length: 0.91 in (23.1 mm)
Width: 0.48 in (12.2 mm)
Height:1.14 in (29.0 mm)

Motor Type: 3-pole

Gear Type: Plastic
Rotation/Support:  Bushing

Additional Specifications

Rotational Range: 180°
Pulse Cycle: ca. 20 ms
Pulse Width: 500-2400 us
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T-Pro Mini Servo SG-90 9G Servo

The TP SG90 is similar in size and weight to the Hitec HS-55, and is a good
choice for most park flyers and helicopters. Hobbyists from around the
world has used the SG90 on famous planes like GWS Slow Stick, E-Flite
Airplanes, Great Planes, Thunder Tiger, Align, EDF jets and more. If you
are looking for a servo that won't break your arm or leg, this is the perfect
choice for you!

The TP SG90 servo weighs 0.32 ounces (9.0 grams). Total weight with wire
and connector is 0.37 ounces (10.6 grams).

The TP SG90 has the universal "S" type connector that fits most receivers,
including Futaba, JR, GWS, Cirrus, Blue Bird, Blue Arrow, Corona, Berg
and Hitec.

The wire colors are Red = Battery(+) Brown = Battery(-)

TP SG90 Specifications:

Dimensions (L x W x H) = 0.86 x 0.45 x 1.0 inch (22.0 x 11.5 x 27 mm)
Weight = 0.32 ounces (9 grams)

Weight with wire and connecter = 0.37 ounce (10.6 grams)

Stall Torque at 4.8 volts = 16.7 0z/in (1.2 kg/cm)

Operating Voltage = 4.0 to 7.2 volts

Operating Speed at 4.8 volts (no load) = 0.12 sec/ 60 degrees

Connector Wire Length = 9.75 inches (248 mm)
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Universal "S" type connector fits most receivers

9g Tower Pro Servo

Tower Pro 9g servo
These Micro strong and made to last, great for planes. The servos include 3 servo arms.
Specs:

DIMENSION: 26mm*13mm*24mm

WEIGHT: 9G

OPERATING SPEED: 0.12sec/60degree(4.8V);0.11sec/60degree(6V)
STALL TORQUE: 1.2kg/cm or 170z-in. (4.8V) 1.6kg/cm or 220z-in.(6.0V)
OPERATING VOLTAGE: 4.8V~6.0V

FEATURE: 3 pole wire, all nylon gear, connector wire length: 15cm

Usage Type | &- < & : I‘ N
) _ Voleage (V) 1 48,60 ?
Speed®4.6V (sec/é0 : 0.12
2B 4BV )i 1.2 %I e =
I j - e

_ Weight(g): c A £

Dimension B (mm) & 26

Dimension € (mm) : 24 | l

Dimension D {mm) ! 12
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The TGYe boasts the same performance as other servo's 10x the price with a
.10sec travel time and up to 1.5kg in torque and an ultra narrow dead
bandwidth!

The TGYe performance is on par with the famous HXT900, however the TG9%
isn't as resistant to crashes or over-loading.

Please always ensure your control surfaces are bind free.

Spec.

Dimension: 23x12.2x29mm

Torque: 1.5kg/cm (4.8V)

Operating speed: 0.10sec/60 degree 0.09sec/60 degree(6.0V)
Operating voltage: 4.8V

Temperature range: 0-55C

Dead band-width: 7us

Lead Length: 260mm
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Important.
The TGY9e does not have the same strength and longevity as the HXT900.

Please ensure your control surfaces are bind-free and always check servos
after a hard landing or crash!

Weight (g) 9 o+

Torque (kg) 1.5 T——%TI’ mT —
Speed(Sec/60deg) 0.09 c A - - ;
A(mm) 30 A @

B(mm) 23 J_F— 8 —4:,4 [%J S
C(mm) 27

D(mm) 12

E(mm) B

F(mm) 16
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SERVO MOTOR SG90 DATA SHEET

Towm Pro™
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Tiny and lightweight with high output power. Servo can rotate approximately 180 degrees (90 in each direction), and works just like the standard kinds
but smaller. You can use any servo code, hardware or library to control these servos. Good for beginners who want to make stuff move without building a
motor controller with feedback & gear box, especially since it will fit in small places. It comes with a 3 horns (arms) and hardware.

Ty Dimensions & Specifications
P . A (mm): 32
i B (mm) : 23

C (mm):28.5

c D (mm): 12

E (mm) : 32

F (mm) : 19.5

" Speed (sec) : 0.1
Torque (kg-cm) : 2.5
Weight (g) : 14.7
Voltage : 4.8 - 6

Position "0" (1.5 ms pulse) is middle, "90" (~2ms pulse) is middle,

is all the way to the right, "-90" (~1ms pulse) is all the way to the left. PWM=0ran ge (_ﬂ_r —

)
Vcc =Red (+ ; O

Ground=Brown ( -

1-2ms
D}.’.?).’.EXE!Q
4.8V (~5V) 1§
Power
and Signal  * : .
20 ms (50 Hz)
PWM Period
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